[image: ]

[image: ]

[image: ]

[image: ]
[image: ]
[image: ] [image: ]





[image: ]
[image: ]
[image: ]
[image: ]
[image: ]

[bookmark: _GoBack][image: ]
image6.png
@ Cisco RV082 Configuration Utility - Windows Intemet Explorer

—— et — (=] @

X @ Convert ~ Bselect

e Favorites | 5 ] Web Siice Galley v
|82[ - @ cisco Rv0B2 Configurat... x | RocketSearch 1 e

admin Logout  About

alialn,
cisco

Remote Group Setup

Remote Security Gateway Type. 1P Only

IP by DNS Resolved ~ Kest-dmiarelmhurstav
Remote Security Group Type ‘Subnet
1P Address. 192.168.20.0

‘Subnet Mask 265.255.256.0

IPSec Setup
Client To Gateway

PN Gl e Keying Hode. IKE with Preshared key
VPN Passthrough
PPTP Server Phase 1 DH Group Group 2- 1024 bit
Phase 1 Encryption
Phase 1 Authentication
Phase 1S Life Time
Perfect Forward Secrecy.
Phase 2 DH Group
Phase 2 Encryption

Phase 2 Authentication

Phase 2 SA Life Time

@ Localintranet | Protected Mode: Off - ®10%




image7.png
@ Cisco RV082 Configuration Utility - Windows Intemet Explorer

- — - — (=16 e
QO - [e/mrmambygmemmogiomnn 0 e[ x] [C vt 2

X @ Convert ~ Bselect

e Favorites | 5 ] Web Siice Galley v
|82[ - @ cisco Rv0B2 Configurat... x | RocketSearch 1 e

admin Logout  About

alialn,
cisco

IPSec Setup

Keying Node. IKE with Preshared key
Phase 1 DH Group Group 2- 1024 bit
Phase 1 Encryption

Phase 1 Authentication

Phase 1S Life Time

Perfect Forward Secrecy.
Client To Gateway
VPN Client Access
VPN Passthrough Phase 2 Encryption 3DES.
PPTP Server

Phase 2 DH Group Group 2- 1024 bit

Phase 2 Authentication SHA1
Phase 2 SA Life Time 3600
Preshared Key CiscoTest2014
Minimurm Preshared Key Complexity

Preshared Key Strength Meter

@ Localintranet | Protected Mode: Off - ®10%




image8.png
@ Cisco RV082 Configuration Utility - Windows Intemet Explorer

- — - — (=16 e
QO - e/ mrmrmsygmemmogmomnma 0 e[ x] O vt 2

X @ Convert ~ Bselect

e Favorites | 5 ] Web Siice Galley v
|82[ - @ cisco Rv0B2 Configurat... x | RocketSearch 1 e

admin Logout  About

alialn,
cisco

Aggressive Mode.
‘Compress (Support P Payload Compression Protocol(PComp))
Keep-alie

AH Hash Algorthm DS~

NefBIOS Broadcast

NAT Traversal

Dead Peer Detection Interval 30
Client To Gateway
VPN Client Access TOEIETET
VPN Passthrough
PPTP Server

Remote Backup IP Address
Local Interface. waN1
VPN Tunnel Backup Idie Time : 30 ‘seconds (Range:30~999 sec)

Split NS

@ Localintranet | Protected Mode: Off - ®10%




image9.png
@ Cisco RV082 Configuration Utility - Windows Intemet Explorer

- — - — (=16 e
QO - e/ mrmrmsygmemmogmomnma 0 e[ x] O vt 2

X @ Convert ~ Bselect

i Favorites | 5 ] Web Siice Gallery +

ﬁ {8 Cisco RVO82 Configurat... X | (& Rocket Search [ 3 v B v [ & v Pagev Safetyv Tools~ @

admin Logout  About

T
cisco’ RV082 10/100 8-Port VPN Router

T ‘Compress (Support IP Payload Compression Protocol(PComp))

» Setup Keep-Alive

» DHCP S
AH Hash Algorithm DS~
» System Management

» Fort Management NetBIOS Broadcast

» Firewall NAT Traversal

» Cisco PratectLinkWeb Dead Peer Detection Interval 30

Tunnel Backup
Summary

Remote Backup IP Address
Client To Gateway

Local Interface. waN1
VPN Client Access

VPN Passthrough VPN Tunnel Backup Idie Time : 30 seconds (Range:30~999 sec)
PPTP Server
Split NS

@ Localintranet | Protected Mode: Off - ®10%




image10.png
@ Cisco RV082 Configuration Utility - Windows Intemet Explorer

- — - — (=16 e
L R A 1 Kot P | e 2

X 3Comvert ~ [ Select

i Favorites | 5 ] Web Siice Gallery +

ﬁjgmwmﬁ,n_x\gmsad. [ % v B v = # v Pagev Safetyv Tooks~ @

T
cisco’ RV082 10/100 8-Port VPN Router

Systern Summary

admin Logout  About

VPN Passthrough
» Setup

» DHCP IPSec Passthrough © Enable ) Disable.

> System Management
L = PPTP Passthrough © Enable ) Disable.

L2TP Passthrough © Enable ) Disable

» Fort Management

» Firewall

» Cisco PratectLinkWeb

- veN

summary

Gateway To Gateway
Client To Gateway
VPN Client Access

@ Localintranet | Protected Mode: Off - ®10%




image11.png
@ Cisco RV082 Configuration Utility - Windows Intemet Explorer

- — - — (=16 e
QO - [efwmamsyigsngin T et o] %] [© vt 2

X @ Convert ~ Bselect

e Favorites | 5 ] Web Siice Galley v
|82[ - @ cisco Rv0B2 Configurat... x | RocketSearch 1 e

admin Logout  About

T
cisco’ RV082 10/100 8-Port VPN Router

(Name or IPv4 / IPv6 Address)

Enable Email Alert

Mail Server (Name or IPv4 / IPv6 Address)
‘Send Email to (Email Address)
Log Queue Length 50 Entries

Log Time Threshold 10 Minutes

Email Log Now

1P Spoofing Win Nuke

Unauthorized Login Atiempt Output Blocking Event

@ Localintranet | Protected Mode: Off - ®10%




image12.png
@ Cisco RV082 Configuration Utility - Windows Intemet Explorer

- — - — (=16 e
QO - [efwmamsyigsngin T et o] %] [© vt 2

X @ Convert ~ Bselect

e Favorites | 5 ] Web Siice Galley v
|82[ - @ cisco Rv0B2 Configurat... x | RocketSearch 1 e

admin Logout  About

T
cisco’ RV082 10/100 8-Port VPN Router

Systern Summary

» Setup

m D5 Enable Email Alert

» System Management

» FontManagerent L L ameor PP Adiess)
» Fireval seng Emai o )

>
Cisco PratectLinkWeb T o s
» VPN

o Log Time Threshold 10 Minutes

R Email Log Now
Syster Statistics

Wizard

1P Spoofing Win Nuke

Unauthorized Login Atiempt Output Blocking Event

System Error Messages

Configuration Changes

View System Log

@ Localintranet | Protected Mode: Off - ®10%




image13.png
@ Cisco RV082 Configuration Utility - Windows Intemet Explorer

- — - — (=16 e
QO - [efwmamsrigmenim g et [ %] [C vt -

X 3Comvert ~ [ Select

e Favorites | 5 ] Web Siice Galley v
|82[ - @ cisco Rv0B2 Configurat... x | RocketSearch 1 e

admin Logout  About

T
cisco’ RV082 10/100 8-Port VPN Router

Systern Summary

» seup System Statistics

» DHCP Interface WAN1

» System Management Device Name etho ppp1 eth2

» PortManagement Status = Connected Enabled

¥ Firewall IP Address. 192.168.49.1 17377.21.10 0000
daCicoRIOtecLinkiah MAC Address 64:1225FDEEA2  641225FD6EA3  64:1225FD6EAS

» VPN ‘Subnet Mask 266.255.255.0 255255255255 0000

~ Log Defaut Gateway = 10321831 0000

System Log — 68237.161.12 0000
33753644
25540772
59204416
31755108040
se71812474
27821418
0
o

@ Localintranet | Protected Mode: Off - ®10%




image1.png
@ Cisco RV082 Configuration Utility - Windows Intemet Explorer &

u@n

x@o-mvsdm

i Favorites | 5 ] Web Siice Gallery +

fi v B - @ v Bagev Safetyv Tookv @

it RV082 10/100 8-Port VPN Router

Systern Summary

~ Setup

routerfdgea2 (Required by some ISPs)

Password
fi. routerfdgea2.com (Required by some ISPs)

DMZ Host

admin

Logout

About

Forwarding
UPnP

One-to-One NAT Mode.

MAC Address Clane ©)1Pv4 Only
Dynamic DNS © Dual-Stack IP

Advanced Routing

1PY8 Transition
1Py

» oree
e | | e
» PortHanagerment

UAC Addess 541225 FD5EA2
» Ciso Prtectnkvien | | Dovee I Adiess - 162118 4.1

Sumetiask: 2552552550~

ot suiret ==

AN Setting
Interface | Connection Type.
PPPOE

@ Localitranet  Protected Mode Off




image2.png
@ Cisco RV082 Configuration Utility - Windows Intemet Explorer

x@o-mvsdm

i Favorites | 5 ] Web Siice Gallery +

ﬁ {8 Cisco RVO82 Configurat... X | (& Rocket Search [ 3 v B v [ & v Pagev Safetyv Tools~ @

admin Logout  About

it RV082 10/100 8-Port VPN Router

Systern Summary jModel

~ Setup ©)1Pv4 Only.
© Dual-Stack IP

Password

Time vt
DMZHost

Forwarding LAN Setting
UPnP
One-to-One NAT MAC Address : 64:1225FDBEA2
MAC Address Clane
Dynamic DNS

Advanced Routing ‘Subnet Mask 255.255255.0
1PY8 Transition

e
e
e
e

S sttt

Device IP Address :  192.168.49.1

@ Localintranet | Protected Mode: Off - ®10%




image3.png
@ Cisco RV082 Configuration Utility - Windows Intemet Explorer

- — - — (=16 e
QO - [efwmamsyismennmn o et o] %] [C vt 2

% & Coment ~

e Favorites | 5 ] Web Siice Galley v
|82[ - @ cisco Rv0B2 Configurat... x | RocketSearch 1 e

admin Logout  About

aluafn S
csco R

System Sumrmary.
General
» Setup

» DHCP Firewall
,
System Hanagement S (St Packet nspaction)
» ParManagement
~ Firewall Dos il =)
Block WAN Request

Access Rules Remate Manage
ContentFiter
¥ Cisco Protectlink Web H

» VPN Multicast Passthrough

» Log
Wizard Restrict Web Features.

Block

Activex
Access to HTTP Proxy Servers

| Dont block JavalActiveX/Cookies/Proxy to Trusted Domains, e.g. www.cisco.com

stems, Inc. All ight

@ Localintranet | Protected Mode: Off - ®10%




image4.png
@ Cisco RV082 Configuration Utility - Windows Intemet Explorer

— e o (=16 e
QO - [elmmmmmmmmmmayim e e et 9] X [0 vz R -

X @ Convert ~ Bselect

i Favorites | 5 ] Web Siice Gallery +

ﬁ {8 Cisco RVO82 Configurat... X | (& Rocket Search [ 3 v B v [ & v Pagev Safetyv Tools~ @

alialn I admin  Logout  About

cisco RV08

Systern Summary

» Setup

m D5 Tunnel(s) Enabled f Tunnel(s) Defined
> System Management

» Fort Management ftems 11 of 1 Rows per page: 5

» Firewall Phase2
EncAuth/Grp.

Local Group Remote Group  Remote Gateway  Tunnel Test Config.

» Cisco PratectLinkWeb

R 192.168.49.0 192.168.29.0
¥ VPN 22 2552552550 2552552550

10820.181.73 Discomnet | [

<] page 1~ or1 D
GatewayTo Gateway

Gl To Gatoway

VPN ClltAceess

VPN Passthrough

TP o Remote Gt Staus | Tumel Test

» Log
Wizard

items 12 0f 2 Rows per page: 5 ~

Disconnect

tems, Inc. Al ight

@ Localintranet | Protected Mode: Off - ®10%




image5.png
@ Cisco RV082 Configuration Utility - Windows Intemet Explorer

- — - — (=16 e
QO - [e/mrmambygmemmogiomnn 0 e[ x] [C vt 2

X @ Convert ~ Bselect

i Favorites | 5 ] Web Siice Gallery +

ﬁ {8 Cisco RVO82 Configurat... X | (& Rocket Search [ 3 v B v [ & v Pagev Safetyv Tools~ @

il ® admin Logout About
cisco

Gateway To Gateway
Add a New Tunnel

Tunnel No.

Tunnel Name

Intertace.

Enable

Local Group Setup.

Client To Gateway

VPN Client Access Local Security Gateway Type. 1P Only
VPN Passthrough

PPTP Server

1P Address. 173772110
Local Security Group Type ‘Subnet
1P Address. 192.168.49.0

‘Subnet Mask 265.255.256.0

Remote Group Setup

Remote Security Gateway Type. 1P Only

IP by DNS Resolved ~ Kest-dmiarelmhurstav
Remote Security Group Type ‘Subnet

192.168.20.0

@ Localintranet | Protected Mode: Off - ®10%




